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m What is RMA all about

= How does the migration work

m SWIFTAIlliance offering for RMA
m Pricing

m Advanced RMA topics

m Where to find information
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Presenter
Presentation Notes
This is the overall timeline for SWIFTNet Phase 2.

Currently, you (as a customer) are in the process of installing your infrastructure upgrade or have it already completed and are using HSM and PKI.



CLICK 1x

This roadshow presentation will focus on the Relationship Management Application (RMA) Activation, which will mainly happen in 2008, and where we identify 3 major milestones:

Customer milestone C2 where you demonstrate that you are ready for live RMA

Community milestone T2 where all customers are ready and SWIFT stops Bilateral Key Exchange (BKE) 

Customer milestone C3 in the last quarter of 2008 where you go live with RMA and use RMA only for all your relationship management activities
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Presenter
Presentation Notes
Presented differently, this means that in the first part of the Phase 2 migration, you (as a customer) upgrade your infrastructure and move your certificates from disk to HSM and use these for FIN 

This is currently in progress and is expected to finish for all customers by the end of 2007

In 2008, all customers will replace the Bilateral Key Exchange mechanism and its related Bilateral Keys with the new Relationship Management Application (RMA in short). 
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m Managing correspondents in a many-to-many
world

— RMA as mechanism to control WHO can
send you traffic

m Managing the correspondent’s business

— RMA as mechanism to control WHAT a
correspondent can send to you

Objective: preventing unwanted traffic
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Presentation Notes
What does RMA offer?

The Relationship Management Application concept is based on the filtering of traffic from/to your correspondents.

The two main parts of RMA are: 

It allows you to control WHO can send you traffic and 

WHAT type of traffic or FIN Message Types correspondents can send to you.



The main objective of RMA is to prevent unwanted traffic: you will decide who can send you traffic. Any correspondent that you have not given permission to send to you, cannot send you unwanted FIN traffic.


RMA usage for FIN ‘f

= Replaces BKE

= Only applies to authenticated FIN message types
— E.g. MT 999 is sent and received without RMA authorisation

m Granularity: message categories/types
m At BICS level
= Optional for FIN Test & Training

— User decision

= Optional for FINCopy
— FINCopy Service Administrator decision
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Presentation Notes
How will RMA be implemented on FIN?

As we already mentioned, it replaces BKE. Like BKE, RMA controls who can send you traffic (if you do not have a Bilateral Key with a correspondent, no authorised traffic can be exchanged).



RMA only applies to authenticated FIN messages. Non authenticated messages such as MT999, can still be sent and received freely without the need for an RMA authorisation. 



RMA offers something more than BKE. Optionally, you can also implement granularity on the msg category and/or msg types that you want to exchange with your correspondent.

RMA authorisations are exchanged on BIC8 level only - whereas with BKE, you could exchange BKEs on BIC4/6 & 8 level. That has been criticized in the past since this allows traffic with many BIC8 correspondents at the same time. And in the end, you had to deal with exceptions that complicated BKE.



RMA is optional for FIN T&T. As a customer, you decide for yourself if you want to use RMA for your FIN T&T traffic or not. It is a parameter setting in your FIN interface.



For FINCopy services, RMA can be used or bypassed. This is decided by FINCopy Service provider. More information on these advanced topics will be explained later on in this presentation.


= RMA is designed not only for FIN

= RMA will be applied to other many-to-many
SWIFTNet InterAct/FileAct services

— will be decided by Service Administrator
— criteria will vary per service (Request Types, MX types, ...)

RMA messages on

SWIFTNet InterAct store-and-forward

= Timing
— RMA for FIN — 2008
— RMA for other InterAct/FileAct services — as of 2009
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Presentation Notes
At the same time, RMA is not only for FIN. 

The RMA service has been designed from the start to be generic and can be used for all SWIFTNet services that require correspondent control. The decision to use RMA for non-FIN services will be decided by the Service Administrator.

However, these SWIFTNet services do not use FIN Message Types, they use SWIFTNet Request Types or MX messages. That’s why the RMA messages are implemented as an InterAct SnF service and not on FIN. 

Today, Bilateral Key Exchange uses specific FIN Messages Types (MT96x messages).

Once RMA is live and deployed for FIN, SWIFT will determine which other services will use RMA in the course of 2009.



So in short, RMA will be mandatory for SWIFTNet FIN in 2008 and SWIFT will implement RMA for the other SWIFTNet services after the RMA for FIN activation (so not before 2009).
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Yes, | give you permission to send

me
traffic.
Bank A in NL
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Bank B in BR
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Presenter
Presentation Notes
Let’s move a bit deeper in the world of RMA

In this example, we have two banks: one in Amsterdam (The Netherlands) and another one in Brazil, Rio De Janeiro and they want to do business with each other.

So bank B in Brazil contacts bank A to set-up a business relationship: they are looking for a correspondent in the Netherlands. Bank A gives the permission to bank B to sent traffic and they establish a relationship.

How does this happen on RMA? (see next slide)
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Presenter
Presentation Notes
Very simple, Bank A sends an RMA message to Bank B.

CLICK 1x

And that’s it.  This is all you need to open a relationship with RMA.

The fact that there is only one message exchanged is done on purpose. 



Note: with BKE, you had to exchange 4 FIN messages to set up a relationship which is cumbersome and complex.  
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Presenter
Presentation Notes
What are the technical details for this one RMA authorisation message ?

CLICK 1x

Bank A (AAAANL2A) prepares an RMA authorisation for BANKBRRJ and issues the authorisation to BANKBRRJ.

This immediately stores an active authorisation-to-receive from BANKBRRJ in the RMA database of bank A and sends the authorisation message to BANKBRRJ. 

The authorisation message is sent to BANKBRRJ over SWIFTNet. More specifically, it gets routed to the InterAct Store-and-Forward RMA queue of bank B. This means that BANKBRRJ does not need to be online when AAAANL2A sends the authorisation.

CLICK 1x

When the authorisation message is received by BANKBRRJ from SWIFTNet, BANKBRRJ is not yet authorised to send traffic to AAAANL2A. According to the RMA rulebook, BANKBRRJ should accept or reject this RMA authorisation as soon as possible, and at the latest within 6 business days.

BANKBRRJ accepts the authorisation. This stores the authorisation-to-send to AAAANL2A in the RMA database of BANKBRRJ as enabled. From this moment on, BANKBRRJ is authorised to send FIN traffic to AAAANL2A.

This is the basic principle of exchanging an RMA authorisation between two banks.



Note 

No acknowledgement of acceptance is sent back to AAAANL2A.

This authorisation is unilateral from bank B to Bank A. Messages can flow in one direction only


a
I
®

A 4

Bank A in NL Bank B in BR

RMA query and answer: to contact another institution related to RMA
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Presenter
Presentation Notes
There are other mechanisms available in RMA, one of them is the query/answer mechanism. 

A user may request RMA-related information from their correspondent by means of a free format text (query) message (maximum 350 characters). 

The big advantage is that by using this message, you reach the right person, i.e. the RMA manager that handles all RMA related items directly. You don’t loose any time with a FIN MT999 that can get lost in the bank or by sending emails for which you need to know each others email address.

The Q/A message is the perfect mechanism, not only to set up a relationship but also to deal with problems after the relationship has been established.

The Query and Answer messages use the same queue as the other InterAct SnF RMA messages and follow the same routing.

Note: A query/answer message is not a FIN message but an InterAct SnF RMA message and obviously, does not require an authorisation.
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Presenter
Presentation Notes
Of course, bank B is not obliged to accept an authorisation, you can always REJECT a proposed authorisation.

Protocol wise, this will happen as follows:

• AAAANL2A decides to issue the authorisation to BANKBRRJ This immediately stores the authorisation-to-receive from BANKBRRJ as enabled in the RMA datastore of AAAANL2A, and sends the authorisation message to BANKBRRJ over SWIFTNet. More specifically, it gets routed to an InterAct Store-and-Forward queue. 

• The authorisation message is received by BANKBRRJ from SWIFTNet

• BANKBRRJ rejects the authorisation and RMA stores the authorisation-to-send in the RMA data store of BANKBRRJ as rejected. 

 RMA then sends a reject message to AAAANL2A’ SWIFTNet InterAct store-and forward queue

From this moment, BANKBRRJ is not authorised to send traffic to AAAANL2A.

• AAAANL2A receives the reject message from SWIFTNet. RMA immediately changes the status of the authorisation-to-receive from BANKBRRJ, which is in the AAAANL2A RMA data store, to rejected..

This means there are two messages send, an authorisation message and a reject message.

When you reject a message, you have to specify a reason code which are mentioned in the RMA planning Guide. That makes it easier for the other party to understand why the authorisation has been rejected. 

You can also use free text in addition to the fix codes, e.g. in case the date is wrong, you can specify what date you expect in your free text.


I‘I\’IH Illll | I A | |

| 1 \J A\ YA YA/
e e | T —— T~
A U FAIAIATIEIAN \IH LS I ATA )] @ % YEAN/[( ) 1Y \f > | A = N I | TN M| o 1YY )
(DILVIVIVIINIV VIV FallELure Pe) IICVUKIIU arl autirmorioatiull

| NO LONGER

authorise you to
send me traffic!

Prsn 2 am

/.

can
receive
from

i

can send
fo

SWIFTNet_Phase 2_RMA_roadshow_v3.ppt

N
U

can can send

receive
from

to

Slide 13


Presenter
Presentation Notes
As an initiator of an existing authorisation, you can also decide to stop doing business by sending a Revoke message

The situation at the start of the process is that BANKBRRJ has accepted a previous authorisation from AAAANL2A. RMA has stored the authorisation on both sides of the relationship with the status enabled.

• AAAANL2A decides to revoke the authorisation that it previously issued to BANKBRRJ.

RMA immediately puts the authorisation-to-receive into the revoked state in AAAANL2A's RMA data store. RMA sends a revoke message to BANKBRRJ. From this moment, RMA flags traffic that AAAANL2A receives from BANKBRRJ as unauthorised.

• RMA sends the revocation message over SWIFTNet to BANKBRRJ, which gets routed and stored in a SWIFTNet InterAct store-and-forward queue.

• BANKBRRJ receives the revocation message. RMA immediately changes the status of the authorisation-to-send to AAAUS33 that is in BANKBRRJ's RMA data store to revoked.

The correspondent cannot refuse a revocation message. On receipt of the revocation, RMA immediately changes the status of the correspondent's RMA record for the authorisation-to-send to revoked. RMA does not return an explicit acknowledgement message to the revoking party.

There is no accept message returned, This is why RMA is more powerful than BKE in terms of stopping unwanted traffic.

There are also rules around RMA. One of the rules is that every bank must log-in to RMA on a daily basis, just like for FIN. This is very important since you, as a correspondent, have to respond to a revocation within one business day.
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Presenter
Presentation Notes
Another possibility is that BANKBRRJ decides to stop the business relationship with AAAANL2A. The situation at the start of the process is that BANKBRRJ has accepted a previous authorisation from AAAANL2A. So both banks are in a business relationship.

• BANKBRRJ decides to delete the authorisation-to-send that it has on file for AAAANL2A. RMA immediately puts the authorisation-to-send in a deleted state, in BANKBRRJ's RMA data store. RMA then sends a reject message to AAAANL2A. From this moment, BANKBRRJ is not authorised to send to AAAANL2A. 

• RMA sends the reject message over SWIFTNet to AAAANL2A. The reject message carries a reject reason that the correspondent deleted the authorisation.

• AAAANL2A receives the reject message. RMA immediately changes the status of the authorisation-to-receive from BANKBRRJ to rejected.

From this moment, AAAANL2A does not authorise traffic that it receives from BANKBRRJ.


RMA protocol
Summary

= Involved parties

— Issuer and Correspondent : BIC8
m RMA messages

— Authorisation

— Query

— Answer

— Reject

— Revocation
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Presenter
Presentation Notes
As a summary, there are always two parties involved, the issuer and a correspondent and authorisations are always on a BIC8 level.

 The 5 different RMA messages that can be performed between two correspondents are:

Authorisation

Query

Answer

Reject /Delete 

Revocation


RMA protocol
Actions
Issue

The issuer sends an authorisation to a correspondent

Accept
The correspondent accepts the authorisation-to-send
Reject

The correspondent rejects the authorisation before the
authorisation was ever accepted

Revoke
The issuer revokes a previously issued authorisation

Delete

The correspondent deletes a previously accepted
authorisation-to-send
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Presentation Notes
What type of RMA actions are there?



You can issue an authorisation to a correspondent and the other side can accept the authorisation and store it as an authorisation to send.

As a correspondent, you can Reject an authorisation and in that case you send a Reject message back to the issuer of the authorisation.

As the issuer of an authorisation you can Revoke it or take it back. Only an issuer can create a Revocation message.

If a correspondent wants to stop an existing business relationship, the correspondent can do a Delete of an authorisation.

That’s the summary of the RMA protocol.
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User-to-user obligations similar to BKE policy

1.

Users must read and empty their RMA queues every
day

Users must process, I.e., accept or reject, incoming
RMA messages (authorisations, queries) within

maximum Six (6) business days

In this time, the authorisation must be distributed to the FIN
Interfaces that need it, and a return authorisation must be
iIssued to the other party (if bilateral traffic was agreed)

Users must process incoming RMA revocations as
soon as possible and maximum within one (1)
business day.

Applicable as of T2
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Presentation Notes
Lets have a look at the rules of the game.

There will be some user to user obligations, similar to our BKE policy.

They will be described in the FIN service description.

First of all, users must read and empty their queue on a daily basis

Users must process incoming RMA messages within 6 business days, preferably earlier. This means that you need to decide whether you accept or reject proposed authorisations. 

If you are using distribution, than you also need to distribute your RMA keys within these 6 business days.

For revocations it needs to go faster, as already mentioned before, these need to be processed within one business day, also if you distribute your authorisations.

These rules have been reviewed by the board.

As you can see these rules becomes applicable as of T2. So far, we have not yet spoken about T2, but there is a moment, called T2, when all customers are ready for RMA and as of that moment, these rules becomes effective, not before. 
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\) (RMA query): I'm looking for a
\.“LL correspondent in Brazil. Are you
- N interested ?

‘ (RMA answer): Yes, sure and | WO%

a
A
®

like to do business with you in
Europe.

AMA authorisation): OK, you can j

send me traffic.
\

Bank A in NL — Bank B in BR
(RMA authorisation): In return | give
you permission to send to me.
~27_
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Presentation Notes
So far we have seen the one way communication, however, it is very common that authorisations will be set-up on a bilateral or two way basis, just like today with BKE.
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Presentation Notes
Protocol wise a two-way authorisation works as follows:



AAAANL2A issues an authorisation for BANKBRRJ. RMA immediately stores the authorisation-to-receive from BANKBRRJ as enabled in AAAANL2A's RMA data store. 

RMA sends the authorisation message to BANKBRRJ over SWIFTNet. 

BANKBRRJ receives the authorisation message from SWIFTNet. 

BANKBRRJ accepts the authorisation. 

BANKBRRJ authorise AAAANL2A to send authenticated traffic to BANKBRRJ.

AAAANL2A receives the authorisation message from BANKBRRJ and RMA stores the authorisation to send.  

From this moment, FIN messages can be exchanged between BANKBRRJ and AAAANL2A and vice versa.

This is a very typical scenario and it also very common that banks want to send traffic in both directions.
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(RMA query) : My client X has a contract to\
import goods from a Brazilian company Y.

The parties would like to pay with Collections. \.“LL

' ?
Are you interested ~ >

‘ (RMA answer) : Yes. The Brazilian company
Y is one of our good clients. J

(RMA authorisation) : | authorise you to send

me MT Category 4 ‘Collections and Cash

(RMA authorisation) : Same here and |

authorise you to send the related payments Bank B in BR

MT 202

Bank A in NL
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Presentation Notes
Granularity is a tool to control “What” your correspondent can send to you.

In our example, we have again bank A in the Netherlands and their correspondent Bank B in Rio de Janeiro.

Bank A contacts Bank B with an RMA query message explaining the business and that they would like to pay with collections, Cat 4, only.

Bank B agrees

Bank A authorises bank B to send Cat 4 messages while Bank B authorises bank A to send Cat 4 + the related payments  (MT202) messages.

Both banks only allow these categories or MTs and nothing more than that.
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Protocol wise, its very similar to what you already know, 

Bank A sends an authorisation msg to Bank B, indicating that only cat 4 msg are allowed. 

Vice versa, Bank B sends an authorisation msg to bank A specifying that only Cat 4 + MT202 can be sent and nothing else.

After that, business can start. 


StablisSning a reiattonsnip
\A (RMA query) : My client X has a 6 month B \A
\.“LL exclusive contract to import the new “summer \.“LL

—— collection Brazilian T-shirts” from a company ——
Y. The parties would like to pay with
‘ Collections. Are you interested ? i ‘
‘ (RMA answer) : Yes. The Brazilian ==

company Y is one of our good clients.

(RMA authorisation) : | authorise you to

send me MT Category 4 from January 1st

to June 30th

BANK A in NL — _ BANKB in BR

(RMA authorisation) : Same here +
MT202
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Presentation Notes
Users can specify a start date or an end date (or both) on an authorisation. By default, an authorisation does not have a start date or an end date. The user can specify a start date without an end date, and the reverse.



In our example, our two customers want to do business between 1st January until 30th June. Both customers agree with a query/answer procedure.

What will happen at 30 June, end of day ? The authorisation will automatically stop. It will stay on file on both ends but they don’t have to send a deletion or a revocation message. 

Traffic will just not be allowed anymore between these two correspondents.

Be careful: 

It is not common procedure to use start/end date. The user can use end dates to establish a new temporary relationship, or to plan in advance the end of an existing relationship. 



If you specify a start date in an authorisation, then RMA does not authorise traffic until that start date. This means that if you already have an existing authorisation without a start date, it will be overwritten with the new authorisation with a start date. 

Consequently, no authenticated messages can be exchanged until the start date of the new authorisation. 
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about our collaboration for Collections.
Now, we are interested to also do
Documentary Credits.

a
N1
@

(RMA query) : Hello! We are very happy \A” ”

| (RMA answer) : OK — fine with me }
ﬂﬂA authorisation) : we extend our
relationship to MT Category 7.

Bank A in NL | (RMA authorisation) : same to you. Bank B in BR
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In case something has changed in the business relationship between two correspondents, a user may want to change an existing relationship (for example, to change the type of messages that it has authorised a correspondent to send). Only the issuer of the authorisation can change the authorisation. 

e.g. in our example, both customers are very happy doing business with each other and they want to extend their relationship.

Bank A asks bank B to extent their authorisation for documentary credits, Cat 7 MT.

Bank B agrees and Bank A sends a new authorisation to bank B, allowing cat 7 in addition of Cat 4.

Bank B does the same for bank A.



As mentioned before, a new authorisation overwrites the existing authorisation records at both ends.
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Protocol wise, we start from the previous situation where cat 4 messages where allowed in one direction and Cat 4 + 202 in the other direction.

Bank A decides to extent the existing authorisation to Bank B and allows Cat 4 + Cat 7. RMA immediately overwrite the Store & Forward queue on the «can receive from» site. This means that the previous authorisation is immediately replaced and unlike with BKE, there is no concept of previous, current or future situation.

Concrete, this means that:

AAAANL2A decides to modify the list of Message Types (MTs) that it allows BANKBRRJ to send. AAAANL2A prepares a new authorisation for BANKBRRJ 

AAAANL2A issues the authorisation to BANKBRRJ  RMA stores the new authorisation-to-receive from BANKBRRJ, with the status enabled, in AAAANL2A's RMA data store. The new authorisation immediately supersedes (overwrites) the previous authorisation-to-receive from BANKBRRJ. From this moment, AAAANL2A receives from BANKBRRJ only those messages that appear in the new list of permitted MTs, 

RMA sends the authorisation message with the modified list of MTs, over SWIFTNet store-and-forward, to BANKBRRJ.

BANKBRRJ receives the new authorisation message and stores the message until the appropriate personnel decide whether to accept or reject it.

BANKBRRJ accepts the authorisation with the modified list of permitted MTs. RMA stores the authorisation-to-send to AAAANL2A in BANKBRRJ's RMA data store with the status enabled. The new authorisation immediately supersedes (overwrites) the previous authorisation-to-send to AAAANL2A.

BANKBRRJ will also modifying AAAANL2A authorisations, allowing them to send additional MTs.
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(RMA answer): Sure — testing all FIN
messages is OK. But for live traffic, |
‘ would like to do only FIN Cat. 5 messages
BN

(RMA T&T authorisation): you can send
me any FIN Test & Training (swift.fin!p)

traffic -

: wA authorisation (live)) : you can send :
Bank A in NL me FIN Live (swift.fin) Cat. 5 messages Bank B in BR

\ ) RMA query): Since you are a new \ )
! | | | correspondent, can we test first ? | | | |
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A last point, the difference between Live & T&T authorisations

When you issue an authorisation, you need to decide upfront if it is for Live or T&T. You cannot give authorisation for both at the same time.

In our scenario, the correspondents want to test first before setting up live authorisations from both ends.

Bank A sends a T&T authorisation to Bank B and as agreed upfront, all testing FIN msg are allowed to go from B to A. They send this T&T authorisation on the Pilot RMA service and on the Pilot FIN service. As you can see, the exclamation mark P (!P) indicate the Pilot & test service.

At this point, Bank B can send T&T FIN msg to A but no live messages. 

If later on, Bank B wants to send Live traffic, a new live authorisation will be exchanged without the exclamation mark p service name.
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BKE

Bilateral

SENENEL

Manual key possible
FIN

BIC4/6/8

BKE for T&T
Previous/Current/Future
Pre-agreements

Weekly distribution
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RMA

Unilateral

Permanent

No manual key possible
InterAct store-and-forward
BIC8 only

RMA optional for T&T
Current only

No pre-agreements
Daily/Real-time distribution
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Comparison between RMA & BKE


Tp
@D
|

m SAA/E Release 6.0 contains
RMA functionality

SWIFT m Need a SA Starter Set
%f/ (SAS) or Gateway (SAG),

and a HSM
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In this example, we see a typical set-up of how RMA can be integrated into SAA.  



Within SAA/SAE there is an RMA module build in and an RMA database or datastore is part of the SAA/E database. Once upgraded to Rel 6, RMA is automatically installed as part of that release. There is no need to install extra software to send RMA msg.

Of course, there are more complicated set-ups where RMA is running in the head office and the FIN interface is in another country, but more about that later in this presentation.


——Agenda

= What is RMA all about

m How does the migration work

m SWIFTAIlliance offering for RMA
m Pricing

m Advanced RMA topics

m Where to find information
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From BKE to RMA
Migration principles

m No big bang
— Migrate BICS8 by BICS8

— Migrate independently of correspondents and of
central institutions

m Existing BKE keys converted into RMA authorisations

— No need to manually recreate authorisations for
existing correspondents

— Automated clean-up of your existing bilateral key
file
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How does the migration work?

What do you need to do, moving on from BKE to RMA?



We have some migration principles:

No Big Bang. Migrate BIC by BIC, independently from your correspondents

BKE will be converted into RMA without the need to send authorisations to your correspondents

This process will create a clean up of your existing keys that are not converted to an authorisations.

In the case of BIC4/6/8, only BIC8s that are really used will be converted into RMA authorisations 
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— From BK
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RMA live BKE
service available stopped

2007 '.' 2008 .' 2009
Q3

T
Contingency

penalty period

Q1 Q2

Test RMA Demonstrate live RMA Process live
RMA every

Train staff readiness every month
day

: No BKE
Continue BKE exchange exchange
Customer confirms readiness & All customers ready Customer converts
Demonstrates live RMA Start of live RMA obligations BKE keys
to RMA
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Lets have a look step by step to the different milestones.



This timeline shows 3 main blocks:

The time that you will test with yourself and train your staff to RMA

The second block is where you demonstrate your ability to do live RMA and repeat this demonstration every month up until you reach T2 where all customers are ready. At that moment, your live RMA obligation starts which means after T2, you need to process live RMA messages every day. 

After that, at some point in block 3, you convert your recorded BKEs to RMA



Note that up until T2, you still exchange Bilateral Keys with your correspondents.


— From BKE to RMA
[ | y A ¥
7 1 \1 17 \

IL\JI111 L\
2ahhvoeoen C 1 ano
CLVVCOC CTIlIT1T (G UNLY \ WY 4
RMA live BKE
service available stopped
2007 " 2008 2009
Q1

Test RMA
Train staff

Continue BKE exchange

Customer confirms readiness & All customers ready Customer converts
Demonstrates live RMA Start of live RMA obligations BKE keys
to RMA
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Lets have a look at each of these blocks individually.



In the first block you test and train your staff for RMA between C1 & C2


From BKE to RMA
Between C1 and C2 : RMA configuration setup

= Install RMA software, if it is not part of your FIN Interface
— Not required for SAA/E users : RMA is part of SAA/E 6.0

m Certificates and RBAC roles
— RBAC roles to “send” on RMA and to “read” RMA SnF gueues
— See RMA Planning Guide

m SAG/SAS/SAA-E configuration
— See SAA/E SWIFTNet Phase 2 Migration Guide

m RMA InterAct store-and-forward service
— See RMA Planning Guide

— No need to subscribe to test RMA : SWIFT has already activated
all BIC8s for testing RMA (service swift.rmalp, queue yourbic8_rmalp)
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You first need to do some configuration steps, although your software is already installed with your release 6, a number of actions are still required to configure RMA.



Certificates need to be set-up by assigning an RBAC role to allow you to send RMA traffic and another RBAC role to read that S&F queue where the RMA messages will arrive. 

We will not explain the details in dept in this roadshow since this is very well detailed, step by step, in the RMA planning guide and on the FIN interface site itself. 

RMA uses the InterAct store & forward service. The RMA planning guide explains how this service works. 

Important to know is that you don’t need to subscribe to this service for T&T since all FIN users are automatically registered for T&T. 

This is not the case for LIVE RMA, but more about that later on.




From BKE to RMA
Between C1 and C2 : Test RMA & Train staff

m [est RMA

— Test RMA with yourself
— Test RMA with RMA Sparring Partner

— At least perform the minimum test scenarios (see www.swift.com)
—  SWIFT will monitor

m Train your staff
— Staff must be ready to process incoming RMA

m Learn rules
— Before T2, no live RMA with correspondents
— After T2, live RMA must be processed every day

— according to user-to-user obligations
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After your configuration, you can start testing:

By sending test messages to your self

By using a sparring partner who will send you automatically the same message back to you. If you send an authorisation, it will send you an authorisation back, if you send a reject, it will send you a reject back.

At a minimum, SWIFT mandates that you perform a number of test scenarios available on swift.com. It is even highly recommended that you do more than these to make sure that your staff, who will deal with RMA, is fully trained. 

SWIFT will monitor the customers test activities and verify if RMA T&T traffic is send. That’s one of the pre-conditions of going live.

The rules: the only rules before T2 is that you don’t process LIVE RMA

As of T2, the RMA rulebook applies and Live RMA messages must be processed every day.


Customer confirms readiness & Il customers ready Customer converts
Demonstrates live RMA grt of live RMA obligations BKE keys

to RMA
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Moving towards C2, ensure you have tested and you know the RMA rules.

What happens?

As of January 2008, SWIFT opens the Live RMA service. That’s the earliest point that you can send a live RMA message.

You need to confirm to SWIFT that you are ready for RMA, your staff is trained and know the rules. 

Only as of that point, SWIFT will activate you for Live RMA.




=
From BKE to RMA
Before C2 - Prepare live RMA

m After 1 Jan 2008

— Configure for live RMA (live RBAC roles, live
gueue, live certificate on HSM)

m Latest at C2 — 6 weeks

— Customer submits RMA readiness form on
www.swift.com

— Formal confirmation of live RMA readiness &
acceptance of rules

m After form submitted
— SWIFT activates customer for live RMA (ADW)
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The form to confirm your readiness is available on swift.com at the end of 2007. 

After the form has been submitted, only as of that point, SWIFT will activate you, individually, for Live RMA.

Activation always happens in a weekend, following the receipt of the document.




=
From BKE to RMA
At C2 — demonstrate live RMA readiness

m After SWIFT activated you on live RMA

— Send a live RMA message to your own BICS8
— On the live service swift.rma

— Recelve this live RMA message
— read from live RMA SnF queue yourbic8 rma

m Do this for every live BICS8
= Do not send to correspondent BIC8s !
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After you have been activated on Live RMA and as a condition to reach C2:

You have to send a live message to your own BIC8 via the live service. 

You must receive and read this message in your Live RMA queue.

This must be done for every live BIC8



At this point, don’t send live RMA message to your correspondents yet



What do you do in case a correspondent sends you a Live RMA authorisation before T2?

In that case, you can either accept it if you plan to do business with that correspondent or simply reject the RMA. Note that if you reject the incoming RMA authorisation, no further live traffic can be sent to your correspondent (an RMA authorisation, even a rejected one takes priority over existing Bilateral Keys).


e

penalty period

Demonstrate live RMA
readiness every month

Customer confirms readiness &

Demonstrates live RMA

SWIFTNet_Phase 2_RMA_roadshow_v3.ppt

Start of live RMA obligations

Continue BKE exchange

R

All customers ready

Setween C2 and 12
RMA live BKE
service available stopped
2007 " 2008 .’ 2009
Ql Q2 Q3 ‘ Q4
Contingency

Customer converts
BKE keys

to RMA
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So you have reached C2 and between C2 and T2, a few things are going on.




=
Between C2 and T2 —
monthly demonstration of live RMA readiness

= At least once every month

— Send a live RMA message to your own BICS8
— On the live service swift.rma

— Receilve this live RMA message
— read from live RMA SnF queue yourbic8 rma

m Do this for every live BICS8

= Do not send live RMA authorisations to your
existing correspondent BICS8s !
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Between C2 and T2, you must repeat this demonstration of Live RMA at least once per month for all live BIC8s.

Same as before, send the live RMA message to your own BIC8 and read it from your SnF queue.



Do not send live RMA messages to your existing correspondents ! This could lead to serious operational issues.




T UL LOINL . (\J T \IVI/\

m Linked to C1 date

C1 date Q2 2007 Q3 2007 Q4 2007

C2 date April 2008 May 2008 June 2008

m BRASIL C2 deadline is 31/05/2008 !
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When is C2?

It dependents on your C1 date. If e.g. your C1 is during Q2 of 2007, than your C2 will be end April 2008.

If for any reason you missed your initial C1 date, your C2 milestone remains based on your original C1.




From BKE to RMA
What if you miss C2

m RMA live readiness demonstration (C2)
— Contingency period Q3 2008: penalty/BIC8
— July 2008: 5,000 EUR
— Aug 2008: 10,000 EUR
— Sep 2008: 20,000 EUR
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If you miss your C2 date, there is a contingency period of 3 months between July & September. 

 

However, if you did not reach your C2 in time but only in the contingency period, you will pay penalties per BIC8 as shown on the screen.



These prices have been proposed to and accepted by the Board to help the community reach their deadlines.
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Guiding principles before T2

m BKE is the primary method to maintain relationships
m Continue BKE renewals

m Don’t send live RMA messages to existing correspondents
(with whom you have a BKE key)

= No obligation to act on received live RMA messages from
correspondents (do not blindly Reject !)

m Test RMA on Test & Training !

m Each live BIC8 needs to demonstrate live RMA readiness
on a monthly basis

Optional exception: to establish a new relationship (no BKE key yet), live
RMA can be used if both parties agree, (or all three parties, in case of FIN
Copy) are sure they will not fall back to Phase 1
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What about co-existence of BKE and RMA before T2 ?
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RMA live BKE
service available stopped
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Contingency
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Process live
RMA every
da

No BKE
exchange
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Test RMA Demonstrate live RMA
Train staff readiness every month

Continue BKE exchange

RMA recording
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Customer confirms readiness & All customers ready Customer converts
Demonstrates live RMA Start of live RMA obligations BKE keys
to RMA
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Back to our overall timeline 

There is one particular concept that we did not mention to you before which is the RMA recording process. 

This happens automatically and that’s why it was not yet on the timeline slide where we mainly focused on actions that a customer needs to do in order to migrate to live RMA.




From BKE to RMA
How will BKE keys be converted into RMA ?

Conversion of BKE keys to RMA authorisations

= BKE-to-RMA conversion based on existing
bilateral keys and actual traffic observed

m Sender and receiver do this independently

= No need to exchange RMA messages with
correspondents to convert existing BKE keys

m BIC4/BIC6 keys will only generate BIC8-BICS8
RMA records actually used
— only RMA records for “true” correspondents

— clean-up of bilateral keys
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How will the Bilateral Keys be converted to RMA authorisations ? 

The conversion process uses a recording mechanism that is based on traffic exchanged and the existence of Bilateral Keys. This process happens independently from the sender and the receiver.

Due to this recording and conversion mechanism, there is no need to exchange RMA messages with existing correspondents to convert your Bilateral Keys.

Note that this process will only generate RMA authorisations for BIC8s with whom you do really business. Should you have a key with a correspondent based on a BIC4 or BIC6, you will – during the conversion process – only receive RMA authorisations for the individual BIC8s with whom you do business. As such the conversion process will do a clean-up of your bilateral key file.


From BKE to RMA
RMA recording

m Recording occurs on your FIN Interface (eg.
SYAVAV) =)

m Recording starts automatically

— as soon as you login on FIN with PKI & HSM with
your BIC8 (C1)

= Migration status reports can be consulted to
monitor your recording progress

m Recording does not create RMA authorisations
m Recording continues until C3, I.e. > 1 year
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The RMA recording process starts automatically as soon as you log-in LIVE with your BIC8 on FIN with PKI & HSM. This happens at the latest by your C1 Infrastructure Upgrade deadline.

Your FIN interface starts the recording automatically.

You can monitor the progress of this recording by looking at the migration status report. This report lists all correspondents for which there has been a recording.

The recording itself does not create RMA authorisations, these will be created later, after T2 when we do the conversion. This process will be explained in the bootstrap procedure later on in this presentation.

Recording continues until you reach your C3 milestone which means that you always record for minimum 1 year.

Does the recording happen for T&T as well ?�As already explained, RMA usage for T&T is optional. If you set RMA usage for FIN T&T on, RMA recording for T&T will be done. If you decided to leave RMA usage for FIN T&T off, there is no recording for FIN T&T traffic.
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SWIFTNet_Phase 2_RMA_roadshow_v3.ppt Slide 45


Presenter
Presentation Notes
The recording process a bit more in detail.

There will be recording for « traffic sent » and recording for « traffic received »

In our example of traffic sent, suppose you are bank A in Amsterdam that wants to send authenticated traffic to Bank B in Rio de Janeiro. 

As usual, the FIN interface will look up in the BKE file if there is a key for bank B and if so, it will be recorded that there was authenticated traffic sent from A to B. 

Important to know is that there must be a current BKE key available. A previous or future key is not sufficient 

Note that only authenticated traffic is recorded.
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In the other direction, when you receive FIN traffic, the recording process is almost the same.

As soon as you will receive an authenticated message from bank B then you will immediately record that you have seen traffic.

Note that the recording takes place before you verify if there is a key available. It could be that there is no key available for that correspondent , e.g. a failed authentication at your end. 

However, as I will explain in the next section, this recorded data will not lead to a valid RMA authorisation at your end (see bootstrap process).
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Customer confirms readiness &

All customers ready Customer converts
Demonstrates live RMA

Start of live RMA obligations BKE keys

to RMA
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Next point in the timeline, we are reaching T2.

Normally at the end of Q3,by September 2008, all customers are ready to process live RMA.


L \1 | I A \

-.,\
INJ1 11 | BN \ W j

m At T2, SWIFT will
— Start refusing BKE messages (MT96x)

m At T2, make sure you
— Stop BKE

— ﬁtart processing incoming live RMA every
ay

m After T2, USE equipment is redundant
— Destroy SCR & ICCs, do not return to SWIFT
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In detail, as of T2, SWIFT will refuse all BKE message on the network. So no MT96x message anymore.

In case you have an automatic BKE process, this must be stopped on the interface.

After T2, you also have to destroy the USE equipment which becomes redundant anyway since you cannot exchange any BKE msg anymore.

There is no need to send any letter of evidence that your equipment has been destroyed to SWIFT.

Be careful since there may be particular regulations / rules in your country but in any case, don’t send it back to SWIFT.


=
— From BKE to RMA
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RMA live BKE
service available stopped
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Process live
RMA every
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exchange

RMA recording

Customer confirms readiness & All customers Customer converts
Demonstrates live RMA Start of live RMA oblidgtions BKE keys

to RMA
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After T2, we reach the third block of our timeline where you process live RMA every day. 

You can no longer do BKE and you move to C3 where you convert your recorded data into RMA authorisations.
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An RMA authorisation is
created for a BICS8 pair :

1) if FIN traffic was recorded
2) a valid BKE key exists
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So what are the steps linked to C3 ?

How does the conversion happen?

You have recorded correspondents BIC8 information for more than a year and you have used BKE to protect your FIN traffic until now.

After T2, you instruct your FIN interface to initiate the RMA bootstrap process.

During the bootstrap process, the recorded BIC8 information and the valid BKE keys that still exist for these pairs are combined to create an RMA bootstrap file. The RMA bootstrap file will then be used as the basis for your RMA database. Note that the RMA database will only contain valid RMA relationships. 

For example: if you would have recorded a correspondent some time ago and in the mean time no longer have a valid Bilateral Key (since you stopped the relationship), this correspondent will not be included in the RMA bootstrap file and not be included in your RMA database.
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1. RMA Interface is instructed to do import of
RMA bootstrap file

2. Repeat this for each RMA bootstrap file, from
the different FIN interfaces that recorded

3. Resulting RMA datastore is the merger
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The next step is then to import the RMA bootstrap file into your RMA datastore.

The example here shows multiple FIN Interfaces that each have their own recording files. 

An RMA bootstrap file must be created on each of these FIN Interfaces  and imported into a central RMA datastore.

You can not modify the content of the bootstrap file, which is an XML file, since it is signed by the FIN Interface with a secret key.

Note that earlier exchanged authorisations have always priority on an authorisation from a bootstrap file. That’s why you can repeat this bootstrap file more frequently.
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m After bootstrap import

— Instruct FIN Interface to stop using BKE keys
— On SAA/E : set migration status to ‘Finalised’

— SWIFT will monitor usage or absence of MAC
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The last thing to do is to remove your Bilateral Keys. 

Remember that your BKE keys are still in your FIN interface.

So, one more thing that needs to be done after the bootstrapping is to instruct your FIN interface to stop using your Bilateral Keys. 

For SWIFTAlliance Access/Entry users, you need to set your Migration Status parameter to “finalised” state to stop using your Bilateral Keys. This will stop the generation of MACs on your FIN authorised messages. 

Once you have done that, your migration to RMA is completed.



Note: Is there a way to roll back to BKE? 

Until T2 (planned for the end of September 2008), you can reset your migration status back to the original status and re-use your BKE keys but remember, you fall into the contingency period with penalties. This is however no longer possible after T2.


A actn/ation timin a1\/
| W_CARLCINJ 1] il | ﬂ_\J—bdl | LA.H
Task Deadline C1in Q2 2007 Clin Q32007 |C1in Q4 2007

Perform RMA test

scenarios, train As of C1 In 2007 and early 2008
staff, learn rules

Submit readiness

confirmation form | C2 — 6 weeks | Mid March 2008 | Mid April 2008 Mid May 2008
on www.swift.com

Send live RMA

message to C2 End of April 2008 | End of May 2008 | End of June 2008
yourself

Stop BKE

Destroy USE End Q3 2008
equipment

Convert BK keys
to RMA (bootstrap)
Stop using MAC /
BK keys

C3 During Q4 2008
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So in summary, what do you need to do to have a successful RMA migration ?

This table summarises the actions and timelines for your RMA activation.


——Agenda

= What is RMA all about

= How does the migration work

m SWIFTAIlliance offering for RMA
m Pricing

m Advanced RMA topics

m Where to find information
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SWIFTAIlllance Access/Entry SWIFTAIllance RMA

1 | I
. FIN+RMA . RMA-only
: Interface ; ; Interface ;
SAA/SAE FIN customers get the RMA Non-SAA/E customers, or SAA/E customers
functionality for free , as part of their with a need for a dedicated RMA system (eg.

: : for centralisation), can obtain a
maintenance, in Release 6.0 : ’ :
SWIFTAlliance-for-RMA-only, at an attractive

price. Includes a free SNL and SAS license.

as a licensable option on both offerings: can be purchased per BICS,
permitting to issue granular authorisations
Allows to control WHAT type of traffic can be sent by a correspondent
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Presentation Notes
As mentioned before, the RMA functions are included for free in SWIFTAlliance Access and Entry release 6.0. 

If you are not a SAA/E customer or, if you are a SAA/E customer with a need for a dedicated RMA application, then SWIFT offers a Standalone RMA product called « SWIFTAlliance RMA ».

 It is the same RMA functions as included in SAA/E R6.0 but without the FIN part, just the RMA part. All modules necessary to perform RMA are available.

Both for SWIFTAlliance Access and Entry release 6.0 as well as on SWIFTAlliance RMA, there is an option called RMA Plus that allows you to issue granular authorisations to your correspondents. 

RMA plus is available as a licence per BIC8. Using this option is totally transparent for your counterparts. 

And if you do not have the granularity option, you can still receive and process granular authorisations from your correspondents.


m SAA/E Release 6.0 contains
RMA functionality

SWIFT m Need a SA Starter Set
%f/ (SAS) or Gateway (SAG),

and a HSM
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Presenter
Presentation Notes
This slide may look familiar to you as it was presented earlier in this presentation.

As a SWIFTAlliance Access or Entry user, the RMA functionality is included in release 6.0.


Third-party
FIN/SWIFTNet
Interface
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Presentation Notes
You can use SWIFTAlliance RMA stand-alone next to your FIN interface. 

By default, the SWIFTAlliance RMA product comes bundled with a SWIFTNet Link and a SWIFTAlliance Starter Set (included in the price). There is no extra cost for SNL or SAS.

On the next slide you will see a different example of SWIFTAlliance RMA stand-alone.


\WAWA |

-“.

FIN/SWIFTNet
Interface

SWIFTNet_Phase 2_RMA_roadshow_v3.ppt

Slide 58


Presenter
Presentation Notes
SWIFTAlliance RMA can also be deployed sharing the SAG/SNL with the FIN interface. In this case you connect the SA RMA to the SAG/SNL via Remote API Host Adapter. 

In that case, the SAS & SNL that come with SA RMA becomes obsolete.




SAA/E RMA Pricing

m If SAA/E used for FIN : RMA license included
— Automatically, as of Release 6.0
— Free of charge
— For all FIN BICS8s

— Optionally, customer can add BIC8s for
RMA-only free of charge

= RMA Plus (Granularity)
— One-time fee: 2,000 USD per BICS8
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What is the price of RMA for a SWIFTAlliance Access or Entry customer ?�SAA/E customers receive the RMA application for all FIN BICs for free since it is integrated in Release 6. 

Customers that want to use centralised RMA and that are not using a particular BIC8 for FIN on their SAA/SAE system today but plan to do RMA on that same system, they can always ask SWIFT to update their license to include these BICs for RMA only, free of charge.



The optional RMA Plus license is charged at a one time fee of 2000 USD per BIC8 plus the standard yearly maintenance fee.


——Agenda

= What is RMA all about

= How does the migration work

m SWIFTAIlliance offering for RMA
m Pricing

m Advanced RMA topics

m Where to find information
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RMA Service fee

m Yearly fee, applicable to every live BIC8

m Covers the use of RMA for any service (FIN and
all other services that adopt RMA In the future)

m Free for the whole period of migration, only
applicable after T2

m Reflects the value of the service : ability to protect
and manage correspondent relationship and
ensure a secure environment

= Depends on BIC8's global tier : varies between
EUR 400 (Tier 01) and EUR 2,700 (Tier 20)
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Pricing for RMA for all customers

SWIFT and the board have decided to implement a yearly RMA service fee, applicable to every live BIC8.

This covers the use of RMA for any service, so if you use RMA for an Interact or FileAct service in the future, you don’t have to pay an extra fee.

The service fee is waived for the whole period of migration until T2. So the pricing is only applicable after T2 

The service fee is priced to reflect the value of the service as decided by the SWIFT Board. With the ability to protect and manage correspondent relationship and ensure a secure environment. 

The service fee depends on BIC8’s global tier : varies between EUR 400 (Tier 01) and EUR 2,700 (Tier 20).

When deciding on the RMA pricing, the board agreed to a principle of like-for-like: the current BKE pricing and the new RMA pricing are at the same level on a yearly basis.


RMA message pricing

SWIFTNet_Phase 2_RMA_roadshow_v3.ppt

All RMA Messages free for the whole period of migration, including the first

3 months after T2

RMA messages are required only once (no regular renewal required, unlike

recurring BKE messages)

No RMA messages needed for the migration from BKE keys to RMA

records

Very low volume of RMA messages expected

RMA message price reflects the value of the underlying action and aims to

prevent misuse

Message

Authorisation
Revocation
Reject

Query

Answer

Up to end of 2008

Price/message

Free
Free
Free
Free

Free

Charged to

As from 2009

Price/message

5 EUR
5 EUR
5 EUR
0.5 EUR
0.5 EUR

Charged to

Sender

Sender
Receiver

Sender

Sender
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The RMA messages 

All messages are free for the whole migration period, including the first 3 months after T2. In other words, RMA messages are free until the end of 2008.

Note that unlike with BKE, RMA requires only 1 message exchange to establish a new relationship.

And you don’t have to exchange RMA authorisations for existing correspondents with whom you have BKE Keys since they are automatically converted into RMA during the migration.

Once you have established an RMA relationship, there is no need to renew it, consequently, we expect very low volumes of RMA messages. 

As of 2009, the following RMA message prices will apply (see table).

The RMA message price reflects the value of the underlying action and aims to prevent misuse.


——Agenda

= What is RMA all about

= How does the migration work

m SWIFTAIlliance offering for RMA
m Pricing

m Advanced RMA topics

= Where to find information
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Advanced RMA topics

m Centralised RMA is possible
— See RMA Planning Guide

m A FINCopy service can decide not to use RMA
RyEligese

— See RMA Planning Guide
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Presentation Notes
We already touched upon Centralised RMA earlier in this presentation.

Centralised RMA is possible whereby a single RMA datastore for multiple BICs is created. This RMA datastore is then distributed to multiple FIN Interfaces that could be spread around the world in different branches of your institution. 

How to set this up, is covered in the RMA planning guide

Another advanced topic is the usage of RMA for FINCopy services where the service administrator could decide not to use RMA within that CUG. This is also explained in the RMA planning Guide.



For both topics we have some backup slides explaining this in more detail, if you are interested.
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= RMA repository resides
ﬁﬂ\R“Q(}Tgrlé at Service Bureau

RN = Transparent access to
SEICN . part of repository

*
*

RMAmgr Jg ——§ BICT |
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RMA Repository

1
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@

A
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= RMA repository resides
management mRMAmgr
~BIC1 “

at customers’ interface
RMA Repository ..'

m RMA mgr & _____

—— Service
RMA Repository

Bureaux
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— RMA management done bv-Service Bureaux
. RMA , WA m RMA runtime offers
AN é'fCW;”g|& [ Ii__h viewing functionality for
AV 5 Institution's own
l. viewing gl destination
‘ n n n
s m Multi destination access
Rg B and management for
J— —3% :
Ll -\ — RMA at Service Bureau
ﬁ S BEcEN :
RMA management \RMA Repository H Reports fOI’ multlple
)

BICs
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istributed RMA — Import / Export of RMA data
ﬁ;}ﬁ RMA runtime = Viewing functionality on
s Viewingonly o o gquarters.  RMA runtime interface
mi RMA mqgr
) — - m Central RMA
\ management of multiple
‘ Branch
158 | — branches
T~ ool :
/-\ import / export -\g m Secure real-time
= ae &n/ / o import/export using
s Repostor SWIFTNet FileAct

Service interface /
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m Regional hubs control local RMA management

= RMA managers have viewing possibility for
other hubs
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——Agenda

= What is RMA all about

= How does the migration work

m SWIFTAIlliance offering for RMA
m Pricing

m Advanced RMA topics

m Where to find information
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Where to find information

= Www.swift.com/swiftnetphase?2

— RMA-specific documents
— RMA Planning Guide
— RMA Roadshow Presentation

— RMA Minimum Test Scenarios
— C2 deadlines

— SWIFTNet Phase 2 generic documents

— SWIFTNet Phase 2 Walllchart planner
— SWIFTNet Phase 2 Detailed Overview
— SWIFTNet Phase 2 Planning Guide

— SWIFTNet Phase 2 FAQ
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Where to find information
= Www.swift.com/support

— Knowledge Base
= Www.swift.com/education
— BKE to RMA course
m Interface user documentation
= RMA information for SWIFTAIlliance users

— SW ]
— SW ]

A
A

— SWIFT

A

lance RMA User Guide
lance RMA installation Guide
lance Access/Entry migration to

SWIFTNet Phase 2
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RMA next steps - summary

m Read the RMA Planning Guide
m Test & Train with RMA
= Know your C2 deadline

= Budget and plan resources for 2008
m Train your staff

It's time to prepare !
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RMA management
local or centralised ?

m Centralised RMA management Is possible (i.e.
HQ performing RMA on behalf of branches)

m Counterpart is unaware of centralised vs.
distributed operations

m Centralised RMA manager requires

— Certificates for all BIC8s for which it is performing
RMA, ie. for the BIC8s of the branches

— These certificates must have the swift.rma RMA
role (or swift.rmalp RMA role for T&T)

— These certificates must have the role to read the
SnF queues where the RMA messages for the
branches arrive
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Q certificate for RMA

cn:my,o

—aaaabebb,o=swift

m cert

ificate for RMA needs:

RBAC role for swift.rma
and/or swift.rmalp

RBAC role for SnF queue
aaabsgsg _rma and/or
aaabsgsg _rmalp
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Managing multiple relations
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As with BKE, you can exchange RMA authorisations for
multiple BICs from one single system or location
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Centralized RMA — HOW does |
iRMA manager
- RMA software
-\
FIN interface RMA db
subset of
RMA db

import / export

HQ certificate for RMA
cn=my,o=aaaabebb,o=swift

Branch certificate for FIN
chn=me2,0=aaabsgsg,o=swift

Branch certificate for RMA

cn:me,o:aaabsgsg,o:swift

Branch certificate-for-FIN needs Branch certificate-for-RMA needs
- RBAC role for swift.fin - RBAC role for swift.rma
(and/or swift.fin!p for T&T) (and/or swift.rma!p for T&T)

- RBAC role for S&F queue aaabsgsg_rma
(and/or aaabsgsg_rma!p for T&T)




RMA management
RMA distribution versus BKE distribution

m Standard file format in XML
m At least once per day
— Import/export can be automated over SWIFTNet FileAct
m Complete file: all authorisations for a set of selected BIC8s
m Partial file: decided at export, not at import
— all authorisations issued and received since a date
— all authorisations received for a service for a BIC-8
m Security
— Each record contains signature (except bootstrapped records)
— File is signed with LAU key (shared, 128 bits)
— At import, signature must match, else no import
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N user with a single BIC (one or more Services
RMA management B/O = RMA and message entry
& message entry application interface(s) on same

hardware platform
= = °
= Single RMA manager

RMA Repository

1
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@

A
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